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	Project Title:
	Request for Proposal (RFP) To Perform a Post Implementation Review of Public Key Infrastructure


	RFP Reference No:
	MHHGIARFP21379


	RFP Roll-Out Date:
	3 May 2021


	RFP Closing Date:
	8 June 2021, 17:00 hrs (SG Time)


	Background of Project

	Integrated Health Information Systems Pte Ltd (IHiS) is an organization providing IT services to all the public healthcare institutions (PHI). PHIs have recently implemented Public Key Infrastructure to provide Certificate Authority (CA) for issuance and management of digital certificates related to public healthcare sector. Access to public healthcare sector network is only allowed for devices with valid digital certificates.
MOH Holdings Pte Ltd seeks to appoint a consultancy firm (“Participating Vendor”) to perform a Post Implementation Review of Public Key Infrastructure (“PKI”).

	Objective of Project

	The implementation of PKI is to provide infrastructure to effectively block all the rogue machines connecting to PHI’s network.
The objective of this review is to ensure that the PKI has been implemented adequately and securely with the required policies and procedures in place and that controls have also been established and are operating according to the policies and procedures. The intended objective of blocking all the rogue machines connecting to PHI’s network is to be met.



	Participating Procedures

	The Request for Proposal (RFP) process shall be as follows:

1) Interested Vendor shall first read the Confidentiality Undertakings Letter (“Letter”) and Annexure 1 attached in Annex A to this Notice. If the vendor is agreeable to be bound by the terms of this Letter and Annexure 1, interested vendor may proceed to request for the RFP documents by sending an email to 
procurement@mohh.com.sg to request for the electronic RFP documents.  In the email, please state the following:

· company name;

· company registration number; 

· business address and 

· the name, designation, contact number and email address of your company representative who will be the primary contact for all communications with MOHH pertaining to the RFP (“Representative”), with the Subject line as “Response to MHHGIARFP21379 -  RFP to Perform a Post Implementation review of PKI”
2) Instructions relating to your submission of Proposal will be stipulated in the RFP documentation. Only Proposals submitted in compliance with such instructions will be considered. 
3) A vendor briefing will be held on 12 May 2021. Invitation will be sent to your Representative via email. 
4) The RFP closing date is on 8 June 2021, 17:00 hrs (SG Time).




Annex A
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[Date]

[Name]
[Address]

Attention: [ ]
Dear [ ]:

CONFIDENTIALITY UNDERTAKINGS

We refer to our mutual intention to enter into discussions and negotiations concerning Request for Proposal
(RFP) to Perform a Post Implementation Review of Public Key Infrastructure (RFP Reference No.
MHHGIARFP21379) (“Project”).

To facilitate the discussions and negotiations concerning the Project and in consideration of your undertaking
to be bound by the terms and conditions in Annexure 1 to this letter, MOH Holdings Pte Ltd (Company
Registration No: 198702955E), a company incorporated in Singapore and having its business address at 1
Maritime Square #11-25 HarbourFront Centre Singapore 099253 (hereinafter referred to as the “Disclosing
Party” or “us” or “we”) will disclose and/or grant you access to our Confidential Information (as defined in
Annexure 1).

You acknowledge and agree that the terms and conditions below will apply to and govern all Confidential
Information disclosed by us (a) in the course of our discussions and/or negotiations with you; and (b)
throughout the term of any agreement or relationship entered into between you and us relating to the Project.

Your access and use of this MHHGIARFP21379 (hereinafter referred to as “Documents”) is conditional upon
your acceptance and compliance with this Letter and Annexure 1 (Confidentiality Terms and Conditions). If
you do not agree to this Letter and Annexure 1 (Confidentiality Terms and Conditions), please do not access
or use the Documents. By requesting for the Documents, or by downloading, accessing or using any part of
the Documents or exercising any rights granted under this Letter or Annexure 1 (Confidentiality Terms and
Conditions), you are deemed to have accepted and agreed to be bound by the terms of this Letter and
Annexure 1 (Confidentiality Terms and Conditions), and such acceptance and agreement shall be valid and
binding upon you. We will require a hard copy of this Letter to be signed by an authorised representative of
your company. Please sign, date and return a copy of this Letter and Annexure 1 (Confidentiality Terms and
Conditions) together with the submission of your MHHGIARFP21379 proposals.

Acknowledged and agreed, for and on behalf of:
[Participating Tenderer's Company Name]

Authorised Signatory

Name: [ ]
Designation: [ ]
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Annexure 1: Confidentiality Terms and Conditions

In consideration of the discussions between you and us (each a “Party” and collectively, the “Parties”)
and any access by you to our Confidential Information relating to the Project, disclosed to you at any time,
you agree to be bound by the terms and conditions set out herein and for all Confidential Information to be
subject to the terms and conditions herein contained. The Recipient understands that the Disclosing Party
is relying on the undertakings contained herein in disclosing its Confidential Information to the Recipient.

As the recipient of the Confidential Information (hereinafter referred to as the “Recipient” or “you”), you
shall procure and ensure that your Representatives (as defined below) shall, at all times, whether or not
any future agreement or contract is finally entered into between the Parties here to, shall at all times:

(a) hold the Disclosing Party’s Confidential Information and the existence of the Project in strict
confidence and shall not, save with the express and prior written consent of the Disclosing Party,
disclose or in any manner (whether orally, in writing or by any other means whatsoever) make the
Confidential Information available to any person or entity other than those Representatives who are
directly involved in the Project. Any disclosure to your Representatives shall be strictly on a need-to-
know basis and only after the Representatives have been advised of the Recipient’s obligations of
confidentiality and have agreed to:

(i) keep confidential all information regarding the Project and all Confidential Information he/she
receives or has access to by any means whatsoever (whether directly or indirectly);

(i) use the Confidential Information strictly in connection to the Project and for no other purpose
whatsoever; and

(iii) be subject to the same restrictions and obligations which the Recipient is subject to hereunder.

(b) take all such precautions as may be necessary to protect the Confidential Information received and
shall ensure that such precautions shall be no less than those used by the Recipient to protect its own
confidential materials, and shall inform each Representative of the confidential nature of the
Confidential Information and the restrictions imposed by this Letter and cause all Representatives to
comply with the restrictions imposed by this Letter (as if they were named in place of the Recipient)
and shall be responsible for any breach by a Representative, whether such breach occurs during or
after the Representative’s employment with or engagement by the Recipient;

(c) save with the express written consent of the Disclosing Party, not disclose or divulge any Confidential
Information received or any information derived therefrom to any third party;

(d) save with the express written consent of the Disclosing Party, not make any announcement or
otherwise disclose or publicise the Project (including, without limitation, the proposals for the Project,
the Disclosing Party’s identity, any information relating to the Project, the discussions and/or the
negotiations, and the fact that discussions and negotiations are taking place), any other arrangements
with the Disclosing Party and any matter relating or incidental thereto or use any logos, marks,
designs or any other corporate insignia of Disclosing Party in any marketing or advertising, publicity or
marketing materials;

(e) not copy, decompile, disassemble or reverse engineer any Confidential Information received;
(f) not reproduce, transform or store any of the Confidential Information in an externally accessible
computer or electronic information retrieval system or transmit it in any form (electronic or otherwise)

or by any means whatsoever except with the written consent of the Disclosing Party;

(g9) not use or permit the Confidential Information received to be used for any purpose not relating to the
Project, or is not in the interest of or beneficial to the Disclosing Party;
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(@)

(b)

(c)

(h) use the Confidential Information solely for the purpose of considering, advising in relation to or in
furtherance of the Project (and not use it for any other purpose) and shall not permit the Confidential
Information to go out of the Recipient’s possession, custody or control;

(i) keep separate all Confidential Information received from all documents and other records of the
Recipient;

(i) in the event the Project does not proceed or upon the request of the Disclosing Party, to immediately
cease all use of the Confidential Information and at the option of the Disclosing Party forthwith return
or destroy all Confidential Information (whether in the Recipient’'s possession, under the Recipient’s
control or otherwise) received (including, without limitation, all documents, media or materials
containing or incorporating any Confidential Information together with all copies, extracts or
reproductions thereof); and

(k) acknowledge and observe all terms of this Letter.

If so requested, the Recipient shall procure the execution of a separate non-disclosure agreement by its
Representatives who have access to the Confidential Information to maintain the same confidentiality on
the same terms as set out in this Letter and shall take all such steps necessary or required to enforce the
compliance with such obligations.

Nothing in this Letter shall assign, licence or otherwise transfer or be deemed to transfer to the Recipient
any right, ownership or interest whatsoever in any Confidential Information of the Disclosing Party
(including any intellectual property rights therein).

The Recipient acknowledges and agrees that due to the unique nature of the Disclosing Party’s
Confidential Information, any breach of the terms of this Letter will result in irreparable harm to the
Disclosing Party for which damages would not be an adequate remedy, and that the Disclosing Party
shall, in addition to any other relief and/or remedies available at law, be entitled in respect of any actual or
threatened breach of the obligations herein to seek equitable relief (whether in the nature of injunction,
specific performance and other equitable relief) without the requirement of posting a bond, and that the
Recipient shall not object to the granting of such equitable relief on any grounds.

The Recipient also acknowledges and agrees that:

the Confidential Information is provided on an ‘as is’ basis and the Disclosing Party accepts no
responsibility for and does not make any representation (express or implied) with respect to the accuracy
or completeness of the Confidential Information provided;

nothing herein requires the disclosure of any Confidential Information of the Disclosing Party or requires
the Disclosing Party to enter into any agreement or relationship or to proceed with or complete any
transaction; and

no waiver or modification of this Letter will be binding upon a Party hereto unless made in writing and
signed by a duly authorised representative of each Party hereto and no failure or delay by the Disclosing
Party in exercising or enforcing any right, power or privilege under this Letter shall be deemed a waiver of
any such right, power or privilege, nor shall any single or partial exercise of any such right, power or
privilege preclude any other exercise.

The Parties shall each bear their own costs and expenses in connection with the Project.

The Recipient hereby agrees that by signing this Letter or participating in the discussions, negotiations
and/or the Project, the Recipient shall use the Confidential Information strictly for the purpose of this
Project and shall not in any manner whatsoever, use the Confidential Information for any purpose other
than for the Project or act against the Disclosing Party. The Recipient further agrees that any information,
confidential or otherwise, obtained by Recipient and/or Recipient’s Representatives in the course of this
Project or under this Letter shall not be used by the Recipient with the intention of gaining or to gain
(whether directly or indirectly) an unfair advantage in any manner whatsoever.
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9. The Recipient shall defend, hold harmless and indemnify the Disclosing Party for any loss or damage

suffered (including legal costs on an indemnity basis and all costs and expenses incurred by the
Disclosing Party arising out of or in connection with the provisions of this Letter) due to any actual or
threatened acts, omissions or breach of the Recipient’s obligations under this Letter. For the avoidance of
doubt, the Recipient shall be liable for any breach of the provisions of this Letter by its Representatives.

Each provision of this Letter is separate and distinct from the others. The illegality, invalidity or
unenforceability of any provision of this Letter under the law of any jurisdiction shall not affect its legality,
validity, or enforceability under the law of any other jurisdiction, nor the legality, validity or enforceability of
any other provision of this Letter. In the event that any of the provisions of this Letter shall be held by a
court or other tribunal of competent jurisdiction to be illegal, invalid or unenforceable, such provisions shall
be limited or eliminated to the minimum extent necessary so that this Letter shall otherwise remain in full
force and effect.

The provisions of this Letter shall be in addition to and without derogation to the Disclosing Party’s rights
in any agreement signed between the Parties hereto and these collective provisions shall constitute the
entire agreement between the Parties with respect to the subject matter hereof.

This Letter is governed by, and shall be construed in accordance with, the laws of Singapore, and the
courts of Singapore shall have exclusive jurisdiction over any dispute arising out of or in connection with
this Letter.

For the purpose of this Letter:

"Confidential Information" means all forms of information and data (whether or not set forth in writing)
relating to the Disclosing Party to the extent previously, presently or subsequently disclosed to the
Recipient for the purpose of considering, discussing, negotiating, advising in relation to, or furthering, the
Project and shall be deemed to include (without limitation) the following types of information and other
information of a similar nature, whether or not set out in writing or marked as “Confidential”:

Any information relating to this Project, any intellectual property of Disclosing Party including trademarks,
patents, copyrighted materials, trade secrets (whether registered or unregistered, and including rights in
any application, registration, renewal or extension for any of the foregoing), all discoveries, ideas,
concepts, projects, prototypes, samples, demonstrations, papers, software or systems in various stages
of development, designs, drawings, specifications, techniques, methodologies, algorithms, inventions
(whether patentable or not), models, prototypes, data, personal data, source code, object code,
documentation, manuals, diagrams, flow charts, schematics, research, process, procedures, functions,
“know-how”, marketing techniques and materials, marketing and development plans, strategies, forecasts,
customer or vendor names and other information related to customers, price lists, pricing policies,
financial information and any information, data or analysis derived or generated from such information or
data including any residuals thereof.

but shall not include any information that:

(a) is now or subsequently becomes publicly known or available without breach of the terms and
conditions set out herein;

(b) was previously in your possession or known to you without any obligation of confidentiality and which
can be demonstrated by written records pre-dating this Letter to have not been acquired from,
provided, given, sold or otherwise disclosed (directly or indirectly) by the Disclosing Party;

(c) you lawfully receive without any obligation of confidentiality from a third party who had received the
same without any obligation of confidentiality;

(d) you can demonstrate, was independently developed by you without using any part of the Confidential
Information; or
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14.

(e) is required to be disclosed by law Provided always that in such event, you shall immediately inform in
writing the Disclosing Party prior to such disclosure and cooperate with the Disclosing Party so that
the Disclosing Party is given a reasonable opportunity to object to such disclosure or to do all such
things necessary to protect its interests including obtaining a protective order, injunction or any
equivalent. Should any such objection by the Disclosing Party be unsuccessful, then you and/or your
Representative(s) shall disclose only those portions of the Confidential Information which are legally
required by the relevant court order or governmental action.

Without prejudice to the generality of sub-paragraphs (a) to (e) above, information shall not be deemed to
be publicly available by reason only that it is known to a few of those people to whom it might be of
commercial interest, and individual portions of or a combination of two or more portions of the Confidential
Information shall not be deemed to be publicly available or known by reason only of each separate portion
being so available or known.

“Representatives" means the directors, officers, employees (whether employed directly or indirectly, or
seconded or used for a short term or on an ad hoc basis during the Project), agents, consultants, sub-
contractors, partners, collaborators, and professional advisers and those of the Recipient or the
Recipient’s Related Corporations and related entities, or any other personnel designated or authorized by
the Recipient, its Related Corporations, or related entities, or any other person or entity who receives or
has access to any information directly or indirectly incidental or relating to this Project, by any means
howsoever.

“‘Related Corporations” shall have the meaning ascribed to it in the Companies Act
(Cap. 50).

‘MOHH” means MOH Holdings Pte Ltd (Company Registration No: 198702955E), a company
incorporated in Singapore with business address at 1 Maritime Square #11-25 HarbourFront Centre
Singapore 099253.

For the avoidance of doubt, the obligations of the Parties hereto shall continue in full force and effect
notwithstanding the termination of any negotiations between the Parties regarding the Project.
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